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== Larry Ellison, CEOQO, Oracle

NThe 1T nteresting thing abou
weove redefined c¢cloud comp
that we already do.... The computer industry is the
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- What is Cloud Computing?

* A service model for IT provision based on virtualization
and distributed computing technologies:

* Highly abstracted resources

* Scalability and Flexibility

* Shared resources (hardware, database,memory, etc...)
*x berviceOndemandd wi th a oOoOpay as

* Key points - on-demand, pay-as-you-go resources +
*aasS
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- Qverview

* What is 1t?
* What is ENISA doing with it?
* SME migration

* eGovernment/eHealth
* Resilience

* What are the implications for eldentity?
* Where can | go for dinner?
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QONET

LET Market

‘ H Zoomii Books‘

Is It all hype?

(forph

Net Applications
Net Applications gains a competitive edge over other Web analytics solutions by using
Alexa Web Information Service to deliver in-depth Web traffic information.

The Talk Market

The Talk Market uses Amazon Flexible Payments Service to power their credit card
processing pipeline.

() napera-
Zoomii

Zoomii pulls book data from Amazon’s Product Advertising API to create a highly visual,

interactive online bookstore powered by Amazon S3 and EC2.

T T

High Performance Computing

Harvard Medical School

B Pathwork.

Diagnostics

washingtonpostcom

() rackspace

HOSTING

@® Path

\/ smartsheet

Harvard Medical School
Harvard's Laboratory for Personalized Medicine (LPM) uses customized Oracle AMIs on
Amazon EC2 to run genetic testing models and simulations.

Pathwork Diagnostics

Pathwork Diagnostics, a molecular diagnostics company, uses Amazon EC2 and
UniCloud to run complex algorithms to aid in the identification and diagnosis of cancer
tumaors.

Washington Post
The Washington Post uses Amazon EC2 to tumn Hillary Clinton’s White House schedule

*# StarPound

LivelLeader
LiveLeader estimates that they've saved nearly $200,000 by deploying their live chat
tool for business on Amazon Web Services.

Morph
Built from the ground up using Amazon Web Services, Morph Labs markets a "full
service” deployment, delivery and management system for web applications.

Napera
Napera built their network security management layer on top of Amazon EC2,
allowing them to go to market in under nine months.

PostRank

As a young, bootstrapped company, the founders of PostRank architected their new
service to take advantage of the AWS cloud computing platform. “Without ECZ2, the
project would have been impossible.”

Rackspace
Rackspace Email & Apps, formerly Mailtrust, uses Amazon 53 for a fully scalable, high
performance backup system.

rPath
rPath saves $80,000 by migrating 7,000 software appliance images from rBuilder
Online to Amazon 53.

Smartsheet
To accommodate their growing business, Smartsheet—a web-based solution for
managing tasks, projects and processes—turns to Amazon S3 for document storage.

StarPound (New)
StarPound Technologies, an enterprise software company, deployed their business
process management and telephony platforms on the Amazon Elastic Compute Cloud.
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L ENISA Study

Risk Assessment of Cloud Computing
Technologies Aimed At:

* European Policymakers: research policy.

* European Policymakers: economic incentives, legislation,
awareness-raising.

* Business leaders to evaluate the risks and mitigation
strategies.

* Individuals/citizens to evaluate the cost/benefit of using
consumer cloud apps.
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* Scenario description - selected scenarios:

*SME Migration
*Resilience

x*Government eHealth

* Analysis of risks (Assets, Vulnerabillities,
Threats)

* Recommendations

* Using ENISA Emerging and Future Risk
Framework
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e Our Expert Group

* Amazon * Google

* Avenade * HP

x BT * IB.M

* Bologna University K MlcrOSOf.t .
: * Reservoir Project

* Cisco Systems ¥ Symantec

* élllc()jL_stecurlty.org (Craig *  Cloudsecurity.org (Craig Balding)
alding) ¥ The Israeli Association of GRID

>

Fujitsu Labs Europe Technologies (IGT)
*  Spire Security UCL

¥ Virtualisation.info

>

+ Liason with CSA (Cloud Security Alliance)
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L SIMIE Scenario

* Security risks for an SME migrating to the
cloud.

*| mportant concern for

* Scenario based on a rough survey of the
concerns and cl oud us
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L=z S ME 0-sReasons for adoption

Remove economic/expertise
bamiers impeding to modernize

business processes bythe [ ] 29.5% 18
intreduction of Information
Technology

Avoiding capital expenditure in
hardware, software, IT support,
Information Security by | T0.5% 43
outsourcing
infrastructure/platforms/services

Flexibility and scalability of IT

[ 67.2% 41
rEsCUrces
Increasing u:-:mputing capacity | s ang 24
and business performance
Diversification of IT systems [ | 5.2% 5
Local and global optimisation of
IT infrastructure th h
s e— 26.2% 18
automated management of virtual
machines
Business Continuity and Di?s-tet | 55 T s
recovery capabilities
Aszsessing the feasibility and
ofitability of i i.e.
promasiliy of nawsemie=s (= > a1 1% 19

developing business cases into the
Cloud)

Adding redundancy to inoease
7 29.5% 18

availability and resilience

14.8% 9
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Fayroll | i 35.5% 22

Human Resources [ 19.4% 12

Procurements [ | 16.1% 10

CRM/Sales Management | I 56.5% a5

Acocounting and Finance | | 32.3% 20

Project management | I 48,896 29

Application development on the I | a5 9 25
cloud

Ancnymised data analysis | | 32.3% 20
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ot Medi W Rati Re
iwm ery Showstopper ng Sponse
Important Importance Important Average Count
Privagy  0.0% (0} 123%(7)  43.9% [25) 43.9% (25) 3.32 57
Avsilsbility of services and/or dats 1.8% (1) 10.9% (6) 47 .3% [26) 40.0% (22) 3.25 £S5
Integrity of services and/or data  0.0% {0) 13.0% (7} 42.8% (23) 44 4% (24) 3.31 54
Confidentiality of corporate data 1.8% (1) 3.6% (2) 30.9% {17) 63.6% (25} 3.58 55
Repudiation  2.1% (1) 41.7% (20)  47.9% (22) 8.3% (4) 2,63 48
Loss of control of services andlor
data | BB 20.8% (11)  47.2% (25) 28.3% {15) 3.00 53
Lack of liability of providers in 2.0% (1 25.5% (13 43 1% 29.4% (15 3.00 |
case of security incidents 0% () 5% (13) 1% (22) 4% (13 ’
Incansistency n trans 11.8% (8 43 1% 23.5% (12 21.6% {11 255 iy
national laws and regulations 8% (6) A% (22) 5% (12) 6% (1) ’
Unclear scheme in the pay per use 14.0% 46.0% 24.0% 12 16.0% (8 2.42 50
approach | 140% ) 0% (23)  24.0% (12) 0% () .
Uncontrolled variable cost ~ 4.1% (2) 3I6.7% (18)  46.9% (23) 12.2% (B) 267
Cost and difficulty of migraticn to
14. 3% 53. 1% 22.4% (11 10.2% (5 229
the coud {legacy software etc...) @ (26) a1 =)
Intra-cloud dor lod-i
ntra-clouds {vendor lodin) o oo 19 37.5% (18)  25.4% (17) 18.8% (3) 285

migraticn
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- z== Clean Future: Company Profile

Name: Clean Future

Business Sector: photovoltaic business. The company produces and
supplies complete solar and photovoltaic systems and key
components for solar systems and heating

Base in Germany with 3 branch offices in Europe

Clean Future employs 93 people and a variable number (between 10
and 30) of contractors (interim agents, sales representatives,
consultants, trainees, etc.).
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oz |T and Security requirements

* More flexibility and scalability:

* Variable needs for IT services, employees, partners/suppliers
* Sudden changes in the market
* Possible cooperation with Research Centre, enlargement.

* Business Continuity and Disaster Recovery

* A test-bed for assessing new applications

* Business efficiency and innovation capacity
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“enisa__ Progress so far: Resilience
“ Scenario

and Information

Resilience:

NThe abil ity of a sys!i
maintain an acceptable level of service In
the face of faults (unintentional,
iIntentional, or naturally caused) affectlng
nor mal operation. o
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=== Reslllence Scenario

*x Effects of using a cloud computing
Infrastructure on resilience of a service where
high availability, reliability, integrity and
confidentiality are crucial to the business
model.

* Focus on resilience against
* DDo0S
* Natural Disaster
* Misuse of platform
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f{eal-tlm_e price data and charts for goods in
purchasing portals

Historical data for use In price-prediction and
analysis

Order histories and stock control reports for
companies.

Real-time currency conversion and FX
nistories

Provides up to date SOX & EU anti-monopoly
trading reports

Financial data for more complex applications.
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== Requires High reliability of:

* Latency

* Request fulfilment

* Database queries and
result presentation

* Web server fulfilment of
http requests.

* TCP/IP infrastructure.
* Data integrity
* Confidentiality

.'——
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Scenario characteristics

¥ 20077 traditional A 2012 7 cloud infrastructure

_ A Shared resources
infrastructure (including network,

_ filtering etc...) with
* Typical data centre smart management

_ A Faster and cheaper
* Multi-homed scaling of resources

i A SLA of XK and cloud

* SAN off-site backup orovider
* No SLA A Cloud disaster recovery
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Stratocumulus XK Cumulonimbus Client Financial Data Provider Security Sevices

Payment info

A-—-

I T T

| : | |

: : | |

| L | | |
| \Authentication request | | | |
P L | : | |
! Authorisation ! | | |
| | » | | |
| ! 7 | | |
: i Control Message | | | |
| : > _ | | |
! | | Service request | | |
| [ 14 , — | |
| l 1 Service provision | | |
I : I o I I
| ) . ) T VI | |
| IService violation reports | ! | |
: T : Data request : :
: : | l g |
[ | : | |

: I | Data response | |
I [ < ! — |

| |

: State | | | Logs ! |
14 ! [ : | >
I | I ! I
! Backup | L | Control Messages |
| > | r ! |
| ! | | Tickets !
I ! ¢ I
| [ | | |
I I I | :
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=== eHealth  Scenario

* In partnership with UK National Health Service
(Connecting for Health)

* Special requirements for eGovernment/Sensitive data.
* E.g. Data must not leave the UK.

*x Initial scenario T remote monitoring:
* Home devices are running on the cloud using laaS.

* The services running at the monitoring center are running
on the cloud using laaS.

* Monitored data is also stored in the cloud using Database
as a Service (DaaS).

* The various eHealth service providers are using cloud
computing infrastructures.
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L == eHealth  Scenario

eHealth
Home Patient with b. Personalised eHealth PServ(;ce
' i Prevention and roviaers

Multiple Chronic
Disease Intervention Service [ﬁ_
Composition L &=

a. Monitoring

A
v

c. Interaction

Multimodal and
Adaptable user

interface . Ve

Cloud Computing 1 Federation | Cloud Computing

Infrastructure and Infrastructure and
services services
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